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We have a problem with …

Cassius 1999 / Rankin'. DR, http://www.metamusique.fr/2015/03/hubert-boombass-confie-ses-cassius-cles.html

… opting out!





https://globalprivacycontrol.org

/ 

https://globalprivacycontrol.org/
https://globalprivacycontrol.org/


● GPC is Like a Little Robot 
Pushing the Opt out 
Button When You Visit a 
Website

● Opt Out for All  Sites or 
Some

● For Web, Mobile Apps, …



Wait a minute, don’t browsers have Do Not Track already?

Google Chrome Version 150.0.7871.47 (July 2026)



The California Online Privacy Protection Act (CalOPPA)

22575  (a) An operator of a commercial Web site or online service that collects personally 

identifiable information through the Internet about individual consumers residing in California 

who use or visit its commercial Web site or online service shall conspicuously post its 

privacy policy on its Web site …

(b) The privacy policy required by subdivision (a) shall do all of the following: … 

(5) Disclose how the operator responds to Web browser “do not track” signals or other 

mechanisms that provide consumers the ability to exercise choice regarding the collection of 

personally identifiable information about an individual consumer’s online activities over time 

and across third-party Web sites or online services, if the operator engages in that 

collection.



https://github.com/privacycg/proposals/issues/10 

https://github.com/privacycg/proposals/issues/10


https://www.nsf.gov/awardsearch/show-award/?AWD_ID=2055196 

https://www.nsf.gov/awardsearch/show-award/?AWD_ID=2055196
https://www.nsf.gov/awardsearch/show-award/?AWD_ID=2055196
https://www.nsf.gov/awardsearch/show-award/?AWD_ID=2055196


https://x.com/AGBecerra/status/1354850758236102656 

https://x.com/AGBecerra/status/1354850758236102656


https://cppa.ca.gov/regulations/pdf/ccpa_statute_eff_20260101.pdf 

§ 7025. Opt-out Preference Signals.

(a) The purpose of an opt-out preference signal is to provide consumers with a simple 

and easy-to-use method by which consumers interacting with businesses online can 

automatically exercise their right to opt-out of sale/sharing.

…

(c) When a business that collects personal information from consumers online receives 

or detects an opt-out preference signal … :

(1) The business shall treat the opt-out preference signal as a valid request to opt-out 

of sale/sharing submitted pursuant to Civil Code section 1798.120

https://cppa.ca.gov/regulations/pdf/ccpa_statute_eff_20260101.pdf


https://oag.ca.gov/news/press-releases/attorney-general-bonta-announces-settlement-sephora-part-ongoing-enforcement 
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...
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• California Consumer Privacy Act

• Colorado Privacy Act

• Connecticut Data Privacy Act

• New Jersey Privacy Act

• Oregon Consumer Privacy Act



Different States’ Approaches

● California: Statute → Regulations

● Colorado: Statute → Regulations → Universal 

Opt-Out List

● Connecticut: Statute → Informal Guidance



Local Laws vs 
Global Internet:
Who Determines 
What the GPC Signal Means?



● Map GPC signal to withdrawing consent for 
behavioral advertising + object to processing if 
legal basis is consent ...

● Digital Omnibus is an opportunity!

● GDPR Article 88b supports privacy preference 
signals but its future is uncertain …

● EU wants to solve cookie banner problem

GPC in the EU

https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-regulation-proposal 
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Relationship to Cookies*

* “Cookies” refer not only to HTTP cookies but also cover other 

tracking technologies on the web independently of how they are 

realized technically.



Measurements

Enabling GPC initially reduces the 

number of intractable cookies by 30% on 

average, with a further 32% reduction 

possible on subsequent visits by 

rejecting the banners.

Rasaii et al., PETS 2025, https://arxiv.org/abs/2506.11947

https://arxiv.org/abs/2506.11947


Adoption
Browsers and Extensions Consent Management Platforms (CMPs)

Privacy and Consumer Orgs

Publishers, Retailers, Companies

Regulators
California, Colorado, Connecticut, ...



Adoption

https://gpcsup.com/ 

https://gpcsup.com/


The GPC .well-known Resource



Building Privacy into the 

Structure of the Web

https://w3c.github.io/gpc/

https://w3c.github.io/gpc/


How Does 
GPC 
Work?
• HTTP Header

• DOM Property



Enforcement – Indicators for Compliance

Hausladen et al., Websites’ Global Privacy Control Compliance at Scale and over Time, USENIX Security ‘25,
https://sebastianzimmeck.de/hausladenEtAlGPCWeb2025.pdf 

https://sebastianzimmeck.de/hausladenEtAlGPCWeb2025.pdf


Software and raw data: https://github.com/privacy-tech-lab/gpc-web-crawler; UI: https://gpc-web-ui.vercel.app 

Compliance Measurement Over Time
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https://innovation.consumerreports.org/Mixed-Signals-Many-Companies-May-Be-Ignoring-Opt-Out-Requests-Under-State-Privacy-Laws.pdf 

Statistical Ad Measurement

Retail

Website

News

Website
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● GPC in the Agentic Web

● Signal propagation vs

stopping data flows

The Future



A Final Word

Keep it simple



Thank you!

Q&A

Please let me know if I can help: 
szimmeck@wesleyan.edu 

mailto:szimmeck@wesleyan.edu


PSEUDONYMOUS PROFILES IN 

THE AD-TECH ECOSYSTEM
Daniel Goldberg
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The Where and When of Consent, and the 

Importance of GPC for Californians
Christo Wilson
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The Where and When of Consent,
and the Importance of GPC for Californians

Christo Wilson

Professor of Computer Science

Northeastern University, Boston

c.wilson@northeastern.edu

https://cbw.sh/

mailto:c.wilson@northeastern.edu
https://cbw.sh/


Who am I?
Christo Wilson, Professor, Computer Science

Member of the Cybersecurity and Privacy Institute

Previously: Director of Bachelors in Cybersecurity program

Currently: Associate Dean of Academic Programs and Student 
Experience

Faculty Associate at the Berkman Klein Center for Internet & 
Society at Harvard

Research Interests – Digital Consumer Protection

• Online tracking and privacy

• Dark patterns

• Algorithm auditing

• Fairness and bias in ML and AI



Maggie Van Nortwick and Christo Wilson, Setting the Bar Low: Are Websites Complying with the 
Minimum Requirements of the CCPA?, Proceedings of Privacy Enhancing Technologies, 2022.

• Covered websites are required to 
have a “Do Not Sell My Personal 
Information” link on their 
homepage

• Facilitates opting-out of data 
collection & activating data subject 
rights

https://cbw.sh/static/pdf/vannortwick-pets22.pdf
https://cbw.sh/static/pdf/vannortwick-pets22.pdf


Vast majority of 
DNSMPI links are in the 

homepage footer

Locations of DNSMPI links, normalized to 

a 1080P screen

Heatmap is log-scaled

Contrast ratio of link, according to the 

WCAG accessibility guidelines

WCAG 
Level

Example % of 
Websites

< AA Do not sell my 
personal 
information

40%

AA—
AAA 

Do not sell my 
personal 
information

10%

> AAA Do not sell my 
personal 
information

50%

Are Links Clear and Conspicuous?



Global Privacy Control

GPC solves many usability challenges
• No need to hunt for obscure links

• No need to be interrupted by or figure out complex banners

• No opportunities for dark patterns

GPC also solves timing and ambiguity problems!



Publisher alters their practices regarding data selling 
and sharing to third parties
1. Don’t do it at all
2. Contact third parties, but don’t share/sell data 

(data minimization)
3. Contact third parties, share data, but put them 

into service provider mode (data use restriction)



Problems With Opt-out Compliance

Websites are composed of hundreds of objects that load one-by-
one, in order

Many publishers rely on Consent Management software to handle 
opt-out compliance

• Present banners and choice screens to users

• Collect and store consent signals

• Implement compliance with users’ opt-out choices

Problems:
1. When is the consent signal available?

2. Where is the consent signal located?



Websites are composed of 
many objects that load one-
by-one, in order

Example: send HTTP 
requests for…
1. HTML
2. Images
3. Fonts
4. Third Party Analytics
5. Advertisement
6. Consent Manager



Problem: Consent Signal Timing

Time

Consent Signal Available

Request HTML Request Consent
Management Software

Request Third Party 
Software

Request Third Party 
Software

Possible to honor 
opt-outs here 

Hard to honor 
opt-outs here



Mechanisms for Sharing and Selling Data

Personal data may be shared and sold via many technical 
mechanisms

Once one third party is loaded, all bets are off
• HTTP requests may include tracking cookies and other personal 

data as parameters

• Read and set cookies

• Compute a browser fingerprint, i.e., probabilistic unique identifier

• Scrape personal data from the webpage, e.g., user’s email address

Third parties often automatically share and sell data to other 
third parties

• Example: identifier matching/syncing

Time

Request Third Party 
Software

Hard to honor 
opt-outs here



Problem: Consent Signal Ambiguity

• Cookie, 
LocalStorage, 
etc.?

• Consent 
Management 
Platform API?

• Internet 
Advertising 
Bureau API?

Consent Management software stores the consent signal… somewhere
Publishers assume third parties know where to find the consent signal



&
rd

p
=1

GPC Solves Timing Problems!

Time

Don’t Load
Third Parties

Place Third Parties
In Restricted Mode

Read and React to
Consent 

Available immediately on all webpages

Request HTML

if (navigator.globalPrivacyControl           
     == true) {
    …
    …
}

GPC Consent Signal Available



GPC Solves Consistency Problems!

if (navigator.globalPrivacyControl 
     == true) {
    …
}

Sec-GPC: 1
• Cookie, 

LocalStorage, 
etc.?

• Consent 
Management 
Platform API?

• Internet 
Advertising 
Bureau API?

One, simple, standard API
• Available via JavaScript API and in all HTTP requests

223 third-parties already rely on 
the GPC API
• 101 use GPC exclusively 
• 122 use GPC and IAB APIs 



Conclusions

GPC is crucial for the success of the CCPA

Ameliorates many technical problems
• When is the signal available? → Immediately, on all webpages

• Where is the signal? → One, simple standard API

The browser is the right place for the consent user interface
• Permanent storage of choices; not ephemeral like cookies

• No need for per-website consent banners

• No dark patterns



Thanks! Questions?
Christo Wilson

c.wilson@northeastern.edu

https://cbw.sh/

Further reading: Muhammad Abu Bakar Aziz 
and Christo Wilson, Johnny Still Can't Opt-out: 
Assessing the IAB CCPA Compliance Framework, 
Proceedings on Privacy Enhancing Technologies, 
2024. 

https://cbw.sh/
https://cbw.sh/
https://cbw.sh/static/pdf/aziz-pets24.pdf
https://cbw.sh/static/pdf/aziz-pets24.pdf
https://cbw.sh/static/pdf/aziz-pets24.pdf
https://cbw.sh/static/pdf/aziz-pets24.pdf


Where is the Consent Signal?

Location Problems Examples

Cookie, LocalStorage, etc. • No standard location
• Browser state may expire or be erased, 

consent choice is lost

4 different cookies used to store 
IAB consent strings*

Consent Management 
Platform API

• At least a dozen competing platforms 
w/ different APIs

• APIs produce ambiguous information

OneTrust (#1 CMP) produces 
numerical cookie category codes, 
not true/false consent data

Internet Advertising 
Bureau API

• Two competing standards
• Voluntary standard, not well adopted
• Overly complex, many bits

• ~16% of top publishers adopt 
the IAB standards

• California section has 21 opt-out 
preference bits

*Muhammad Abu Bakar Aziz and Christo Wilson, Johnny Still Can't Opt-out: Assessing the IAB CCPA Compliance Framework, 
Proceedings on Privacy Enhancing Technologies, 2024. 



Consistency of API Reads



ENFORCEMENT OF OPT-OUT 

PREFERENCE SIGNAL REQUIREMENTS
Stacey Schesser 
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EXAMPLES OF GPC ENFORCEMENT ACTIONS

55

Aug. 24, 2022 Sephora USA, Inc.

Jul. 28, 2025 Healthline Media, LLC

Sept. 25, 2025 Tractor Supply Company

March 3, 2026 2080 Media, Inc. D/B/A PlayOn Sports

Feb. 11, 2026 Disney DTC, LLC, ABC Enterprises, Inc.

https://oag.ca.gov/system/files/attachments/press-docs/Complaint%20%288-23-22%20FINAL%29.pdf
https://oag.ca.gov/system/files/attachments/press-docs/People%20v.%20Healthline%20Media%20Complaint.pdf
https://privacy.ca.gov/wp-content/uploads/sites/357/2026/01/20250930_tractor_supply_bd_sfo.pdf
https://privacy.ca.gov/wp-content/uploads/sites/357/2026/03/Order-of-Decision_PlayOn_Enforcement.pdf
https://privacy.ca.gov/wp-content/uploads/sites/357/2026/03/Order-of-Decision_PlayOn_Enforcement.pdf
https://privacy.ca.gov/wp-content/uploads/sites/357/2026/03/Order-of-Decision_PlayOn_Enforcement.pdf
https://oag.ca.gov/system/files/attachments/press-docs/1%20-%20Complaint%20%28Disney%29.pdf
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